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WIFI-BASED IMSI CATCHER 
The	main	focus	of	the	work	of	Oxford	University	in	5G-ENSURE	is	the	provision	of	privacy	in	mobile	
communications.	 Oxford	 is	 developing	 mechanisms	 for	 providing	 privacy	 enhanced	 operation	 for	
devices	 connecting	 to	 5G	networks	 to	 ensure	 that	we	minimise	 the	 potential	 for	 illicit	 tracking	 of	
past	 and	 present	 locations	 of	 mobile	 users.	 Major	 research	 findings	 were	 presented	 and	
demonstrated	 by	 Piers	 O’Hanlon	 and	 Ravishankar	 Borgaonk	 at	 the	 Black	 Hat	 Europe	 security	
conference	 in	 early	 November	 2016:	WiFi-based	 IMSI	 Catcher,	 with	 considerable	 press	 coverage,	
which	will	help	to	flag	privacy	issues	at	the	highest	levels	and	ensure	they	are	swiftly	addressed.		

Here	we	provide	a	short	report	on	the	press	coverage,	totalling	20	articles	in	IT	and	security	media	
channels	in	7	languages:		

§ The	Register	

§ Network	World	

§ PC	World	

§ SC	Magazine	

§ International	Business	Times	

§ Best	Security	Search	

§ The	Intercept	

§ The	Hacker	News		

§ Bitshacker	

§ Naked	Security	

§ 01	Net.com	(FR)	

§ Computer	World	(HU)	

§ Version	(DK)	

§ Intelligence	Online	

§ Techworm	

§ Xakep	(Russian)	

§ SecNews	(Greek)	

§ The	TechNews	

§ Univers	Free	Box	(French)	

§ Autobild	(Spanish)	

Press	clippings	follow.		
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Online	media	channel:	The	Register	

Link:	http://www.theregister.co.uk/2016/11/03/wifi_imsi_catcher/	
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Online	media	channel:	Network	World	

Link:	http://www.networkworld.com/article/3138468/security/mobile-subscriber-identity-numbers-
can-be-exposed-over-wi-fi.html	

	

Online	media	channel:	PC	World	

Link:	http://www.pcworld.com/article/3138472/security/mobile-subscriber-identity-numbers-can-
be-exposed-over-wi-fi.html		
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Online	media	channel:	SC	Magazine	

Link:	 http://www.scmagazineuk.com/blackhat-eu-researchers-remind-that-imsi-catchers-still-a-
threat/article/570453/	
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Online	media	channel:	International	Business	Times	

Link:	 http://www.ibtimes.co.uk/great-smartphone-security-scare-your-mobile-can-be-hijacked-
tracked-without-you-knowing-1589716	

	

Online	media	channel:	Best	Security	Search	

Link:	http://bestsecuritysearch.com/cell-phones-can-easily-traced-via-wifi/	
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Online	media	channel:	The	Intercept	

Link:	https://theintercept.com/2016/11/07/hackers-and-law-enforcement-could-hijack-wifi-
connections-to-track-cellphones/		

	

Online	media	channels:	The	Hacker	News	and	BitsHacker	

Links:	http://thehackernews.com/2016/11/imsi-track-cellphone.html		

http://bitshacker.com/2016/11/04/wi-fi-can-turn-imsi-catcher-track-cell-phone-users/	
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Online	media	channel:	Naked	Security	

Link:	https://nakedsecurity.sophos.com/2016/11/08/who-needs-a-stingray-when-wi-fi-can-do-the-
job/		

	

Online	media	channel:	O1	Net.com	(FR)	

Link:	http://www.01net.com/actualites/comment-le-wi-fi-des-operateurs-mobiles-permet-de-pister-
les-abonnes-1055430.html		
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Online	media	channel:	Computer	World	(HU)	

Link:	http://computerworld.hu/computerworld/ellophatok-a-mobil-elofizetok-azonositoi-wifin-
keresztul.html	

	

Online	media	channel:	Version	(DK)	

Link:	https://www.version2.dk/artikel/forskere-forvandler-almindeligt-wifi-prisvenlig-imsi-catcher-
1020909		
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Online	media	channel:	Intelligence	Online	

Link:	 https://www.intelligenceonline.com/corporate-intelligence_terabytes/2016/11/09/fake-wi-fi-
hotspot-replaces-imsi-catcher,108188976-ART		
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Online	media	channel:	TechWorm	

Link:	 http://www.techworm.net/2016/11/cell-phone-users-can-tracked-easily-using-just-wifi-
heres.html		
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Online	media	channel:	Xakep	(Russian)	

Link:	https://xakep.ru/2016/11/04/wi-fi-imsi-catcher/		
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Online	media	channel:	SecNews	(Greek)	

Link:	

https://secnews.gr/150196/%CF%80%CF%8E%CF%82-
%CE%BC%CF%80%CE%BF%CF%81%CE%B5%CE%AF%CF%84%CE%B5-
%CE%B5%CE%BD%CF%84%CE%BF%CF%80%CE%AF%CF%83%CE%B5%CF%84%CE%B5-wifi/		

	

	

	

	



	
	

5G-ENSURE	Press	Coverage	on	WiFi-based	IMSI	Catcher,	November	2016	
	

Online	media	channel:	The	Tech	News	

Link:	http://thetechnews.com/2016/11/12/learn-tracking-cell-phones-using-wi-fi-connection/		
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Online	media	channel:	Univers	Free	Box	(French)	

Link:	 http://www.universfreebox.com/article/37017/Deux-chercheurs-denoncent-le-Wi-Fi-
operateur-qui-piste-les-abonnes		
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Online	media	channel:	Autobild	(Spanish)	

Link:	http://www.autobild.es/noticias/si-usas-wifi-publico-ten-cuidado-con-esto-304613		

	

	

	


