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WIFI-BASED IMSI|I CATCHER

The main focus of the work of Oxford University in 5G-ENSURE is the provision of privacy in mobile
communications. Oxford is developing mechanisms for providing privacy enhanced operation for
devices connecting to 5G networks to ensure that we minimise the potential for illicit tracking of
past and present locations of mobile users. Major research findings were presented and
demonstrated by Piers O’Hanlon and Ravishankar Borgaonk at the Black Hat Europe security
conference in early November 2016: WiFi-based IMSI Catcher, with considerable press coverage,
which will help to flag privacy issues at the highest levels and ensure they are swiftly addressed.

Here we provide a short report on the press coverage, totalling 20 articles in IT and security media
channels in 7 languages:

=  The Register

= Network World

= PCWorld

= SC Magazine

= International Business Times
= Best Security Search

=  The Intercept

= The Hacker News

=  Bitshacker

=  Naked Security

= 01 Net.com (FR)

=  Computer World (HU)

= Version (DK)

= Intelligence Online

=  Techworm

= Xakep (Russian)

= SecNews (Greek)

= The TechNews

= Univers Free Box (French)
= Autobild (Spanish)

Press clippings follow.
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Online media channel: The Register

Link: http://www.theregister.co.uk/2016/11/03/wifi_imsi_catcher/

Stingray-lite box = using bog-standard Wi-Fi
Uni eggheads discuss track-and-trace threat
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Online media channel: Network World

Link: http://www.networkworld.com/article/3138468/security/mobile-subscriber-identity-numbers-
can-be-exposed-over-wi-fi.html

TRENDING: China may retaliate against Apple - CEO to stand for social injustice - Cities using Cisco’s smart service

= NETWORKWORLD

FROM IDG

Yule Tools 2016 - Resources/White Papers

The great smartphone securily scare: Your
mobile can be hijacked and tracked without
vou knowing

Phone makers, mobile OS creators and operators must work together

Clearty this is a big privacy is
s of IMSI numbers,

» Attack discovered by Oxford University can only be fixed with help from all parties in the
mobile industry.

¢ v |sla]in]

ey all suffer from the same problem and ultimately :
. O'Hanlon told 1BTimes UK.

fix. it's not a vulnerability you can just patch, it requires work from the

standards body le > they have support

from the hardware. mea

2 boxes the operators stick in their data centres.”

conservative peer pseudonym support - introduced in 105 10 by
h the researchers - can help Lo improve the overa

approach, but it's not enough o e, 3nd a better solution would be to use a securl ocol
Called EAP-TTLS to implement cryptographic certificates on the systems that the smartphone needs
totalk to.

The mobile industry needs to work together to ensure that the users’ privacy is

Jently

don't really see it as much of an issue. but A and the GSMA

aretaking it sericusly”’ he stressed

Apple have been very keen to get this problem under control, but no one organisation can fix it. so

Ut cperators deploying it

there's alimit to what Apple can do wi

rs O'Hanlon and Ravishankar Borgaonkar from Oxford University
t Black Hat pe 2016 that enables hackers to capture a

number within a second as they walk past, and then use that
number Lo spy 0n the user's movements.

Online media channel: PC World

Link: http://www.pcworld.com/article/3138472/security/mobile-subscriber-identity-numbers-can-
be-exposed-over-wi-fi.html

Mobile subscriber identity
numbers can be exposed over
Wi-Fi

NEWS REVIEWS HOW-TO VIDEO BUSINESS LAPTOPS TABLETS PHON

rode: Agam Shah
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Online media channel: SC Magazine

Link: http://www.scmagazineuk.com/blackhat-eu-researchers-remind-that-imsi-catchers-still-a-
threat/article/570453/

3
\ o) Edit  SC Magazre UK > News > Slack-a EU resesrcrers reming Tt IS catchers s 8 Trest
>SC UK Rot
Ao Perex. Comemunty Mareger

BlackHat EU: researchers remind that IMSI
catchers still a threat

e 1] -

and R:

o B

MAGAZINE

NGV EVENTS  VIDE

Rese.

PASKD3S2T calchers whi!

Two resesrchers fom Culond Universiy reminded
an sudience at BlackHa: Europe 2016 In Longon
why IASHased catchers are Sl 3 Cregidie
STOCK vacor WhICh Sliows %or DOT Tacking and
Merception of 08t $Om mos: major
SMADNONES TIOUGN DO Modlie 08%8 8nd Wit

Piers Oanion and Ravisharksr Borgacjker, Do
resesrchers 8t Universiy of Qulond, S00us much
Of ek resesrch 0N SACURy and privecy for
memet and modlie COMMUNICAToN PrOYCOS
and reised sysems

Sers T mwnon W Swararvar SoTew CeTorErErG
The MS! cacher has been around since e rr oroct <f <arcecs

19503 Do 2008y Deing sround since e 1930s,

e reSANCNAS INTOCUCET 8 NeW DS Of IMS! CaCher which Operstes over 'WIF

MS! - Imemational modlie SUDSCriDer Identy - 1S 8 15 TIgR NuMder USad Kor SUEeNTICETIon Of 8 person
WRHEN MOVIng NEWONK 30 NEWOH Of I0amIng. IS S30red In WO DIaces: In e read-only SACTIoN of 8 SM
€ard, 8nd WiT The modile Operate.

R i3 essentially o0 igentifier used %or YaCKIng Which IS Tied 20 8 user, unike 30 IMEI number which IS Tied
0 8 cevice

OHanion recognised TS 83 8 risk 80 highiighted st SOMe Work IS Deing 0one 10 randomise identifiers
of s Ype, he 3310 "Appie IS leading e way curently In I0S10 Mey InYoouced rangom MAC
sccresses
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Online media channel: International Business Times

Link: http://www.ibtimes.co.uk/great-smartphone-security-scare-your-mobile-can-be-hijacked-

tracked-without-you-knowing-1589716

International Business Times»

a News World Business Fintech Politics Technology Science Sport Entertainment Opinion Video

The great smartphone securily scare: Your
mobile can be hijacked and tracked without
vou knowing

# Attack discovered by Oxford University can only be fixed with help from all parties in the
mobile industry.

Phone makers, mobile OS creators and operators must work together

8 [+ | [sa]in]

fromt rdware. mean

Online media channel: Best Security Search

Link: http://bestsecuritysearch.com/cell-phones-can-easily-traced-via-wifi/

CELL PHONES CAN EASILY BE TRACED VIA WIFI

= e

It appears that the WIFI conmectivity that ks bundled In virt

alty every cell phone sold today can be used to

Cell Phones can Be Traced Via WiFi
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Online media channel: The Intercept

Link: https://theintercept.com/2016/11/07/hackers-and-law-enforcement-could-hijack-wifi-
connections-to-track-cellphones/

Hackers and Law Enforcement
UNOFFICIAL ' i Could Hijack Wi-Fi Connections
-SOURCES - to Track Cellphones

ONE MORNING ON the underground in London, Piers O'Hanlon, & privacy
and security researcher at Oxford University, noticed something strange
sbout his phone: it kept automatically connecting to Wi-Fi networks from
his provider without asking for & password — displaying a small lock icon.

What started off as another moraing on the tube prompted O'Hanlon's next
sesearch project. He began digging into the widely available public.,
automatic WiFi provided by the phone companies, and looking at the ways
it could be exploited and spied on. It tusns out, those initial connections,
which largely happen without consent, ase insecure and unencrypted — and
can be easily intescepted by malicious hackers or law enforcement.

What O'Hanlon and his Oxford seseasch associate, Ravishankar Borgaonkas,
looked into was a previously known — but unaddressed — flaw ia the
automatic WiFi protocols that would allow someone to track the location of
phones that connect to these networks. While tech experts are swase of the
flaw, it's 5o deeply engrained in the system that it would require a large
overhaul to fix — something companies aren't eager to iavest in.

This flaw would allow someone to hijack a user’s Wi-Fi connection the way
law enforcement currently does with wireless communications using
Stingrays, or IMSI Catchers, the handheld devices that imitate cell phone
towers. Stingrays and similar devices trick nearby phones to connect and
dump information about the phone, like its location, and sometimes also the
content of calls, onto the tracker. (Stingrays are & specific brand sold by
Harris Corporation in Florida.)

Online media channels: The Hacker News and BitsHacker

Links: http://thehackernews.com/2016/11/imsi-track-cellphone.html

http://bitshacker.com/2016/11/04/wi-fi-can-turn-imsi-catcher-track-cell-phone-users/

#Home Hacking Tech Deals  CyberAttacks  Vulnerabilities  Matware  Spying Q BITSHACKER
s A Th H k N ™ a n HACKING, CYBER SECURITY, TECHNOLOGY
0
| (((l e ac er ews +1,676600 311,200 1,520,500
\ o N N Ty = Lot HOME HACKING ~ TECHNOLOGY SECURITY BUGS MALWARE
\< Security in a serious way O rau (61 MET)

ABOUT US ~

Wi-Fi can be turned into IMSI Catcher to Track Cell Phone

Users Everywhere yoe Wi-Fi can turn into IMSI Catcher to Track

S Thuradeg Noverbes Ot

oi v [T 25 wrew oz Bows (i78] Howe (o

Cell Phone Users

O Noverrber 4, 2016 & sunny mishva © Hadarg ©0

e
your knowladge.

Ramamber Stingrays?

The controvesial cll phons spying ol s known a5 M5

Your mobile device can be hocked or hijocked without your knowdedge. Mobile connected to
Vi-Fi which control by hockers can give your IMSI number (o hocker.

apts calls and | trafie, and ingalls

* ternat il subscriber dentity) ks 3 unique 15-digE r used for authentication of :
spyvare ena vicims IMSI (nzernational mobile subscriber identity) Is 3 unique 15-digkt number used for suthentication o

person when moving network to network. The number i stored in the read-only section of 3 SIM card

and with the mobile operator.

g type surveila

new cheapest pla Wiei hotspee. IMSI number Is tied to 3 user, while IMEI number &5 tied to 3 device
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Online media channel: Naked Security
Link: https://nakedsecurity.sophos.com/2016/11/08/who-needs-a-stingray-when-wi-fi-can-do-the-
job/

naked security ., sopos somoscou> | rmeetons > | O,

Awarg-winning computer security news @ 0 @ © ©

Who needs a Stingray when Wi-Fi
can do the job? b7 Bl Camerds m B
@

G Security, you've probably hesrd of “Stingrays”: devices that pretend to be
rs associated with cellphones thet wander by, and help law

If you've been reading Ne
cell towers, capture the icen
enforcement figure out who's in the vicinity

Originally secret wespons, they've been adopted by lew
enforcement, too. They're still costly, specialized contraptions... but what if you could coax an
ordinary Wi-Fi hotspot into doing the same job? Then practically anyone could potentially

compromise your privecy.

It can be done. The University of Oxford's Piers O'Hanlon and Ravishankar Borgaonkar have just

shown how.

At BlackHat Europe, 0'Hanlon and Borgeonkar outlined attacks exploiting two privacy flaws
associated with mobile authentication with your cellphone’s unique International Mobile Subscriber
Identity (IMSI) number. Nobody but your mobile service provider is supposed to see your IMSI.

But, according to the University's accompanying press release, someone running the researcher’s PC
software “could set up a 'rogue access point’ masquerading as a well-known auto WiFi network... lure
smartphones in range to connect... and [extract] their IMSI[s]."

As Lucian Constantin reports in Computerworld, the problems are caused by:

Online media channel: O1 Net.com (FR)

Link: http://www.01lnet.com/actualites/comment-le-wi-fi-des-operateurs-mobiles-permet-de-pister-
les-abonnes-1055430.html

# Produes Acois Logels Jeux Technos Sécurté Buzsockté Télécoms Culure, midiss Science,recherche

Ofnet » Actuslités + Sécurté H
-~

Comment le Wi-Fi des opérateurs = 0. 0 e e
mobiles permet de plster les abonnés u:t o o kit o s S o

aboNNes, ot ONC 0 revilar laur PresaNnce GG LNG 2006
donnde. Comme la farait un IMS! Catcher d'una agence
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Online media channel: Computer World (HU)

Link: http://computerworld.hu/computerworld/ellophatok-a-mobil-elofizetok-azonositoi-wifin-

keresztul.html

COMPUTERWORLD 2016 novermver1s. keas -

CI0  BIZTONSAG ~ UZLET ~ TAVKOZLES  TECHNOLOGIA ~ MAESTRO  EZT NYOMJUK

Online media channel: Version (DK)

Regisztracié « Bejelentkezés | Keresés Q

Link: https://www.version2.dk/artikel/forskere-forvandler-almindeligt-wifi-prisvenlig-imsi-catcher-

1020909

versionn

IT-NYHEDER BLOGS IT-JOB SEKTIONER MERE

S $HE g e

NfY@

Mobilbrugeres ID-nummer kan opfanges fra
almindeligt wifiudstyr

Teknologier, der gor det muligt automatisk at kere mobiltrafik via wifi, gor det ogsa
muligt at I S|

Fredag. 4. november 2016655 (@)

Q00O frowe

Black Hat, London. Det er muligt at trazkke IMSI-numre ud af mobiltelefoner via helt almindeligt wifi,
har forskere fundet frem til.

IMSI stir for International Mobile Subscriber Identity og er et unikt nummer, der ofte optraader pd
simkortet og identificerer abonnenten over for operatarnetvaerket.

P4 den igangvaerende sikkerhedskonference Black Hat Europe, som afholdes i London, har de to
forskere Piers O'Hanlon og Ravishankar Borgaonk demonstreret, hvordan det med almindeligt
wifi-udstyr er muligt at lave en seerdeles prisvenlig udgave af det overvigningsudstyr til
mobiltelefoner, der bliver kaldt for en IMSI-catcher.

Laes ogsa: Norsk mobilaflytning: Sdan kan det foregs -
ogsd i Danmark

En IMSI-catcher har flere gange veeret naevnt bide i
danske og udenlandske medier som falsk *mobilmast”,
alts3 en basestation, der kan bruges til at aflytte
mobiltrafik med.

Alene det at opfange IMSI-nummeret giver dog i sig selv
ikke adgang til indholdet af en mobil-samtale eller
-datakommunikation.
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Online media channel: Intelligence Online

Link: https://www.intelligenceonline.com/corporate-intelligence terabytes/2016/11/09/fake-wi-fi-
hotspot-replaces-imsi-catcher,108188976-ART

. V'~ elrne Intelligence Online is an exclusive and
Intelllgence North America o Middle E:sslla independent publication supported entirely by

o readers and published since 1990 by the

DO N LI NE o o independent news organisation Indigo
Publications.

Global Strategic Intelligence S

@«

Government Intelligence Corporate Intelligence Europe |NorthAmen'ca Middle East | Asia

Issue no. 770 dated 09 november, 2016 RSS

T UNITED KINGDOM » b

Fake Wi-Fi hotspot replaces IMSI catcher

Researchers have invented a false Wi-Fi hotspot that can extract IMSI numbers from a telephone which
can then be intercepted. The method dispenses with the need for an IMSI catcher.(..) [ 311 words ] [€5.2]

MENTIONED IN THIS ARTICLE : Piers O'Hanlon | Ravishankar Borgaonkar | Circles | Ability | Rayzone

» Read this article
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Online media channel: TechWorm

Link: http://www.techworm.net/2016/11/cell-phone-users-can-tracked-easily-using-just-wifi-
heres.html

\ 1
5\

TechWorm

HOME TECHNOLOGY SECURITY NEWS v INTERNET v LAWS AND LEGALITIES

¢p £
A\ T

Cell phone users can be tracked easily using just WiFi and here's how

Muhammad Security news, Technology
28a0

Next time you see an open WiFi hotspot, you’'d best be careful

Another danger of smartphone security is that your device can be traced and hijacked without
your knowledge using a very sophisticated spying tool called IMS| catchers. IMS| catches has
long been used by law enforcement personnel to track suspects and here is how it works. By
mimicking a cellphone tower and tricking their devices to connect to them, it even intercepts
calls and internet traffic, sends fake texts, and installs spyware on a victim's phone, all the

while the user being unaware of what is going on.
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Online media channel: Xakep (Russian)

Link: https://xakep.ru/2016/11/04/wi-fi-imsi-catcher/

AHOMAMMOCTY KOHLENTTR WO HAN

Ha BlackHat npogemoHcTpupoBanu
nepexsaTt IMSI yepes Wi-Fi-ceTb

Mapes Hedagons, OAITINIE Twminewrsens 00 O 5 © 215

v

N penocTEBK § Penocrers Yy G-

Tews cRexen 33 MOSEMY HE RCCAKHET HIKOTD3, 3 CEO0HA, KOTS3 B K3PMEHE Y K3XO070 NEXNT
woSKnerailt TENEDO, CNEANTE CTIROENTCR 43X npows. CneycnyxGsl RCnoNs3yH0T ANF 3THX
LENEN CREURaNsHIZ YCTPORCTES-NEPEXESTUNKN, MIESCTHIE k3K Stingray, cnocobeie &3k
NPOCTO 3HANNINPOESTE NPOXOLAWNE SSDE3 HIX TRIDNK, T3K ¥ HENOCPEACTESHHO NEPSKMONaTE
NONE30E3TENECKNE YCTPORCTES #3 o207, paboTar kax IMSI-noeywks. Hanows0, 410
IMS|-=omep yriganer ans k3ol SIM-k3pTsl » none30E3TENR, 3 IME|-Rowep npreR3aEx «
CavoMy YCTPOWCTEY.

Horeuro, WNPOKAT 33 NONE3I0ESTENAMK OTHIOAE HE TONeKo cneycnyxOel. K nppwepy, Hea3s=0
=OEO3IENaHACKI noonegoeaTen: dxyneax Oneresp (Julizn Oliver) nogpobso pacc«azan &
cEoew Gnors © TOM, ¥3K CO303Te CODCTESHKYO @evTocoTy 3 Base RaspberryPi 2 » BladeRF
x40 software-defined radio. Mpr 37OM RCCNEROEITENE CNPATAN CEOK NOAENKY EXYTPH KOPNYCS
HENDIWETHOTO NpreTEpa HP Lasenst 1220, ©oTopei’ #2 ESZ0EST NOGOIDERNE =1 E OQHOM
odwrce. H3CTORWSR 3XO04K3 ANR KOPNOPSTHEHSX WNNOHOE.
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Online media channel: SecNews (Greek)
Link:

https://secnews.gr/150196/%CF%80%CF%8E%CF%82-
%CE%BC%CF%80%CE%BF%CF%81%CE%B5%CE%AF%CF%84%CE%B5-

%CE%B5%CE%BD%CF%84%CE%BF%CF%80%CE%AF%CF%83%CE%B5%CF%84%CE%B5-wifi/

infosec investigations hacking

Home / /tweaks / M) propaiTe va £vTOMOETE £UKoM XPROTEC KIVATAV pEow WiFi
Mw¢ PTToPEITE va EVTOTTIOETE EUKOAQ XPNOTEC KIvNTWY pHéow WIFI

Absenta Mia fweaks NospSp105 7, 2016 5:40 py @, Print ® POF

Tnv smopsvn popa mou Ba Ssits sva avoixto WIFT hotsport, xaAlUTspa va sioTs mpooskTIKoi!

‘Evag axopa xivBuvog wa TNV aogakaa Twy smartphone divar OT 1) CUOKEUT OGS PTTopal Va EVIOTIOTE Ka VA XAKApoTa £V QyVoia
oag, XPNOWOTToKIVTaS £va ol sfehiypévo spyaksio KaTaokoTraiag Trou ovopaletar IMSI. To IMSI éxa xpnowotromBa €5 Km Kmpd
@O TO TPOCWMKO £TIBOMC TOU VOPOU Wi TV TrapaxoloUSnon TV UTTOTITWY K@ va T AaToupys. MipoUpevor Evav TTUpYo KIvATAC
TRAEgaviag, Esyeholv TIC CUOKEUEC TOUC WA va guvSeBolv Pt QuTOUS, TrapaKohousavTas £701 T KAMOEE K@i TRV KUkhOPopia oTo
SwabixTuo, OTEAVOUV TTAGOTA KEIPEVA KM EYKAOTOUY SPYWare 1o TRAEQIVO Tou SUPaTog, £V O XPROTAS EXOUV QYO Ya TO T
cupBaiva.

Tapa avaxahiesnke on 1o WiFi gvan wavo va xava axpx 1o i wpdypa. ‘Eva Siktuo WiFi sivar ot 8éon va angpakumion sikoha

Toug apiSpolc IMSI, all@ pTropal va To Kava pPovo OTa KovTIva smartphones. Or ouokeuig Trou Sev sivan otV TEpoXT Tou SixTlou Sa
Trapapsivouv aogakic, M ya o0 Kmpo?
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Online media channel: The Tech News

Link: http://thetechnews.com/2016/11/12/learn-tracking-cell-phones-using-wi-fi-connection/

= The Technews

HOME NEWS~ TECHNOLOGY ~ INNOVATION ~ BUSINESS~ TIPS &1

=
Learn tracking cell phones using a Wi-Fi
connection only
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Next time whenever you come acress an open WiFi hotspot, avoid connecting your device
at all costs. A modern spying device called IMSI catchers is used for tracking cell phone
users without their knowledge while violating our rights of privacy.

n the meantime, law enforcers mainly used this tactic for locating suspects. They did it
primarily by imitating a cell phone tower for establishing a connection. Even worse, this
enabled them to intercept phone calls, transmit false messages and install spyware on
their victims' cellphones without approval
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Online media channel: Univers Free Box (French)

Link: http://www.universfreebox.com/article/37017/Deux-chercheurs-denoncent-le-Wi-Fi-

operateur-qui-piste-les-abonnes

e

Votre recherche Accueil Videos UniversTV Forums Freezone Jeux Freebox CesoiralaTV

_ — S'inscrir

Pass oublié ?

! MOBILE if you're in mobile, you

WORLD CONGRESS  gimply have to be there.
BARCELONA 27 FEB-2 MAR 2017

Deux chercheurs de funiversité d'Oxord ont montré, lors d’'une conférence, qu'il est possible d'utiliser Faccés
Wi-Fi des opérateurs afin de pister les abonnés. lls profitent des failles dans les protocoles télécoms afin
d'intercepter les identifiants IMSI des abonnés et révéler leur présence dans une zone donnée, comme le
rapporte 01net.

Dans la procédure logique, ce sont les agences de renseignements qui interceptent ces données en utilisant
un IMSI Catcher, un éguipement onéreux simulant une station de base dopérateur et s’appuyant sur les
vulnérabiltés dans les protocoles de communications mobiles, surtout ceux de la 2G. Ceci leur permet alors
de vérifier la présence d'une personne dans la zone de éguipement en captant [IMSI, qui est un identifiant
unique de 15 chiffres donné par fopérateur.
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Online media channel: Autobild (Spanish)

Link: http://www.autobild.es/noticias/si-usas-wifi-publico-ten-cuidado-con-esto-304613

Autn
Hlld TECNOLOGIA

Noticia
Si usas WIFI publico, ten cuidado con esto

Las redes WiFi también son capaces de capturar esta numeracion. Se desconoce si los
dispositivos que se encuentren mas alejados también estaran en peligro. Si te estas preguntando
por el nimero IMSI debes saber que se queda almacenado en un apartado de solo lectura de la
tarjeta SIM. Ademas, cabe destacar que la Universidad de Oxford ha conseguido desarrollar un
nuevo tipo de ataque al receptor IMSI a través de una red WiFi publica.

Esto hace que cuando el dispositivo esté expuesto a este tipo de redes, se 'contagie' enseguida. Es
importante destacar que todos los dispositivos estan expuestos a estas amenazas, ya sean
Android e 10S. Si tienes un iPhone podras desactivar la conexién WiFi automatica. Ten mucho
cuidado con tu smartphone!

Fuente: Techworm
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